
Comprehensive Email Intrusion 

and Threat Prevention  

Postini Perimeter Manager stops spam,

phishing, viruses, directory harvest

attacks and other email threats with

patented, multi-layer technology that

delivers unmatched threat prevention

and email protection.

Postini's preEMPT technology

processes email in real time, through a

highly secure system architecture that

operates with no detectable latency, no

data loss and no security compromises.

Email is initially screened at the SMTP

connection point through patent-

pending IP "behavior" analysis capable

The Most Comprehensive,
Flexible, and Trusted Email
Security Solution

Postini Perimeter Manager Enterprise

Edition is the industry's most

comprehensive, flexible and trusted

email security service. Based on its

patented managed service platform,

Postini blocks spam, phishing, viruses

and other email threats before they can

reach your enterprise email gateway.  

By choosing Postini Perimeter Manager

Enterprise Edition, your enterprise can

effectively prevent evolving email threats

from impacting your network and end

users, reduce complexity, ease your

administrative burden and lower your

total cost of ownership when compared

to software and/or appliance products.

No other email security provider can

match Postini's scope and depth of

secure email boundary services for 

the enterprise by offering you: 

Comprehensive email threat

prevention to stop spam, viruses,

phishing and directory harvest

attacks

Flexible email security policy

enforcement for both inbound and

outbound emails and attachments

Support for secure encrypted email

transmission over the Internet based

on the TLS protocol standard

Complete email management and

reporting through a convenient web

console

Lower Total Cost of Ownership with

patented preEMPTTM managed

service technology

High availability, fault tolerant email

processing

of eliminating up to 50% of invalid

connections to your network.  The

balance of email is then screened

through Postini's content filtering rules

and heuristics to eliminate spam and

other threats and enforce corporate

and/or regulatory policy. All suspect

email is blocked, and legitimate email is

instantly forwarded to the enterprise

destination mail server in real time, from

memory. Based on your enterprise's

email security policy, you can select the

appropriate disposition for suspicious

email: administrator quarantine, delete,

log, or quarantine to a web-accessible

storage area for user review.  

Protect Your Enterprise With the Leader 
in Secure Email Boundary Services

Postini® Perimeter ManagerTM Enterprise Edition 

Postini® Perimeter ManagerTM Enterprise Edition delivers: 

Figure 1 Postini Perimeter Manager Enterprise Edition provides a
comprehensive solution for threat prevention, email policy compliance
and management.



Complete Email Management 

and Reporting   

Postini Perimeter Manager improves

your email management through a

convenient web console that provides

real time monitoring and alerting, as

well as comprehensive reporting for

administrators. Email system

availability and uptime are also

enhanced with load balancing and

business continuity assurance through

disaster recovery capabilities. 

Flexible Policy Enforcement 

and Regulatory Compliance  

Postini Perimeter Manager enforces

email security policies and helps assure

legal and regulatory compliance across

the enterprise for both inbound and

outbound email content and

attachments. Postini's exclusive 

Auto-Encryption feature, for example,

supports secure email transmission over

the Internet based on the Transport

Layer Security protocol standard. 

If you need a flexible policy framework

with enterprise-class security features,

you will appreciate Postini Perimeter

Manager Enterprise Edition. That's

because Postini enables your enterprise

to delegate access privileges for

multiple administrators across many

domains, as well as allowing email

administrators to configure email policy

enforcement for inbound and outbound

messages according to global, group or

individual users.

Real Time IP Analysis and
Award Winning Content
Filtering

Processing more than 400 million

inbound SMTP connections every day

from 10 to 15 million distinct IP

addresses, Postini currently blocks more

than half of SMTP connections while the

balance of messages are then screened

by its award-winning content filtering.

This exclusive multi-layer approach

incorporating real-time IP analysis and

advanced content filtering has proven to

be highly effective in combating the

shifting tactics of spammers and in

preventing email threats from harming

enterprise email systems.

Figure 2 Postini's patented preEMPT process eliminates threats at the SMTP connection
point, filters content to remove or quarantine spam and suspect emails, and assures proper
delivery of messages.
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From The Most Trusted,
Secure Email Boundary
Service In The Industry 

In operation since 1999, Postini has

redundant data centers in North

America with additional data centers in

Europe. Processing more than 3 billion

emails every week, Postini Perimeter

Manager assures consistent, reliable

99.999 percent service availability, with

no latency in delivering legitimate email

messages. 
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Figure 3 Postini supports secure email transmission over the
Internet via its exclusive Auto-Encryption capability.
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Figure 4 Postini Perimeter Manager Enterprise Edition features compared with our
Small Business Edition service.

SMALL BUSINESS EDITION 

Choose The Postini Managed Service That Best Fits Your Needs 

Postini Perimeter Manager Enterprise Edition provides a complete range of functions and features based on our

award-winning, patented preEMPT technology for enterprises. A summary of Postini Perimeter Manager Enterprise

Edition features compared with our Small Business Edition service is shown in Figure 4.

* Languages include German, European and Latin-American Spanish, French, Italian, Dutch, Portuguese, Japanese (Kanji),
Korean, Simplified and Traditional Chinese.



Postini Perimeter Manager received the Gold Award from Information Security

magazine as best email security content filtering system in 2004. And, in a

comparison test of leading anti-spam products as reported in Network World

magazine, December 2004, Postini rated the highest for anti-spam filtering

effectiveness—with the best overall balance of accuracy and low false positives. 

Information Security Magazine 

2004 Products of the Year: Content Filtering

About Postini
Postini, the global leader in secure
email boundary services, prevents
email threats, enforces policy
compliance and improves email
manageability. Our patented
preEMPT technology eliminates
spam, viruses, phishing and other
threats before they can ever reach
your network. As a result, Postini
reduces the complexity of your 
email operations, lowers costs,
saves time, and minimizes risk.
Processing more than 3 billion
messages each week for 6.6 million
users, Postini provides the most
comprehensive, flexible and trusted
email protection for enterprises and
small businesses.

Corporate Headquarters

Redwood City, California USA 94063

Toll-free 1-866-767-8461

Email info@postini.com

Web Site www.postini.com

Contact us for more information or to see if your organization qualifies for our free 30-day, no-risk trial of Postini
Perimeter Manager.

© Copyright 2005 Postini, Inc. All rights reserved. 1S14-03-0506

Postini, the Postini logo and Postini Perimeter Manager are registered trademarks or service marks of Postini, Inc. preEMPT is a trademark of Postini, Inc. 
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EMEA Headquarters

London, UK

Tel +44 (0)207 082 2000
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